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1. Product Manual  

1.1 Brief Introduction of Coldlar Wallet  

 

Coldlar is a company who is specializing in offering blockchain digital assets security 

solution, and the product Coldlar wallet can store a variety of digital assets, such as 

bitcoin, litecoin, and ethereum. The private keys never have opportunity to connect 

with the Internet, which eliminate the risk of private keys theft by hackers. The 

Coldlar wallet has two components, hardware wallet, and Coldlar app, the hardware 

wallet is responsible for creating the transaction and sign it, and the Coldlar app is 

used to check cryptocurrency address balance and broadcast transaction. All 

information that Coldlar wallet gets involved is open and transparent, without any 

security risks. 

1.2 Safety Instructions  

1.  The Coldlar wallet has taken Hierarchical Deterministic technical scenario, users 

have created the seed password randomly, and they also need to set up payment 

password. The private keys of different cryptocurrencies are created by random 

seed password and payment password together, and then the private keys create 

public keys, which are used to form assets' addresses. 

2.  The Seed password has been stored on hardware wallet only, users of Coldlar 

wallet has absolute control of their cryptocurrencies. 

3.  The seed password has not been stored on hardware wallet in an 

understandable text form; conversely, the seed password has been encrypted by 

using payment password. Even users lost their Coldlar wallet, and others still 

cannot get access to the seed password. Therefore, we suggest all users set up 

high-level payment password. 

4.  To get access to the assets stored on the wallets, users must have random seed 

password and payment password at the same time. 
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5.  The wallet cannot be restored if users lost their random seed password and 

payment password. 

6.  Be sure to remember the payment password. If lost it, nobody can help you 

getting access to the digital assets on wallets. 

7.  Be sure to back up seed password and save it in a safe place, never show it to 

anybody else, never type your random password on the website page, we highly 

recommend you to write down it on paper. Saving it on electronic equipment is 

not recommended.   

 

1.3 Important Notices  

Before you use the Coldlar wallet, please read this user guide carefully, and please 

back up your random seed password and payment password once your new wallet 

account has been created successfully and save them in a safe place. To ensure 

absolute security of your Coldlar wallet, the Coldlar company not save any your 

random seed password and payment password. Because of this security 

mechanism, we cannot help you to recover your passwords. Users should bear any 

risks, responsibilities, losses, and costs for any personal reasons that caused seed 

password, payment password, and Coldlar wallet loss, forgotten and stolen directly 

or indirectly. 

 

  



6 

2. Quick Operation Guide  

2.1 Download Coldlar App  

When your ordered Coldlar wallet arrived, you can use it after installing the Coldlar 

app on the mobile phone properly. Open Coldlar official website (www.coldlar.com) 

to download the most updated app, users can also choose to scan below QR code to 

download. 

Notice! Due to related restrictions on China App Store, we have already stopped to 

update the IOS version of the Coldlar app, and please move to Hongkong App store 

to download. 

 

Scan to download Coldlar App  

2.2 Create new account  

a. When first to set up the wallet, users need to create a new account, which 

acquires private keys and addresses. Users can click on the button on the top right of 

the screen to switch to their favorite language, click on óCreate New Accountô to 

continue. 

 

b. Create seed password. Seed password has equipped with 12 English characters 

(Numbers or Chinese characters), users can choose any format they favor, system 
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changes the combination of seed password randomly. Find a piece of sweet paper 

and click on óNextô when you have done. 

Notice! Seed password controls all assets on the wallets, please write down it and 

save it in a private and safe place. 

 

 

 

c. Verify seed password. To ensure you have already written down the seed 

password, you need to orderly type in the 12 characters (Numbers or Chinese 

Characters) just created the last step. If you type the character in the wrong position, 

you can clear it by clicking that position and type in again. You will be lead to the next 

step once the verification has been finished successfully. 

 
d. Set up payment password. It is mandatory to set up a payment password that is 

between 10 and 30 characters, and the payment password must include numbers, 

lowercase&uppercase letters at the same time, and the unique characters are also 

acceptable. The payment password is for sending transaction, unlocking the account 
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and other features. Please keep in mind, if you lost your payment password, your 

assets still could not be recovered. 

 

 

e. Create completed. It needs some time to form private keys and addresses, and 

you will be lead to óMy Assetsô page once the account has been created, you can 

view all visible cryptocurrencies and their balance on this page. 

 

 

2.3 Receive Cryptocurrencies  

On the óMy Assetsô page, click on anyone cryptocurrency, then you will be lead to 

óReceiveô page, which you can check the currently-used receiving address and its 

QR code. 
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Notice! Never send out unmatched cryptocurrency to other address. Otherwise, it 

may not be able to retrieve. 

 

 

2.4 Check and Update Balance  

a. Acquire QR code. Turn to óBalanceô page, click on óBalance Refreshô button to 

acquire QR code (includes cryptocurrencies information). You can also scan the QR 

code on the óReceiveô page (not include cryptocurrencies information). 

 

b. Check the balance. Use the Coldlar app to scan the QR code of the address, if the 

QR code that you scanned does not include any cryptocurrencies information, or the 

address is a legitimate address for a series of cryptocurrencies, then you need to 

choose the cryptocurrency manually. In fact, the Coldlar app can check any address 

balance even if the addresses are created by other wallets. 
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c. Balance sending. The balance information usually presented on QR code, if the 

information is substantial, it will be presented on several QR codes. If there are too 

many pages, you can set up minimum amount filter and reduce transportation 

amount these functions on the high-level setting, which helps users to present QR 

code in a simple format. 

 

 

d. Update the balance. Use the hardware wallet to scan the QR code that created 

last step page by page. 



11 

 

2.5 Send Cryptocurrencies  

There are two steps finishing the cryptocurrency sending procedure, first is using 

hardware wallet to create and sign the transaction, then using the Coldlar app to 

broadcast the transaction. Make sure you have enough balance and already updated 

the balance on the hardware wallet. 

Notice! For Bitcoin and Ethereum these congested cryptocurrencies, please refer the 

recommended fee and ratio we listed on the Coldlar app, which avoids unnecessary 

transaction delay. 

a. Turn to Ŝending  ̃page, set up targeted address (via scanning or address book) 

and sending amount, for Ripple and NEX; you can choose to leave some notes 

before clicking on óSendingô button. 
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b. Confirm to send out, double check the targeted address and amount, the wallet 

calculates the fee based on the fee setting and balance information automatically. 

When you make sure everything is right, type in the payment password and click on 

'Yes' button. 

 

 

c. Type in the payment password to decrypt wallet and sign the transaction followed 

by creating QR code for transaction. 
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d. Use the Coldlar app to scan the QR code that created by hardware wallet page by 

page, click on ósend transactionô button to broadcast the transaction to blockchain 

(the transaction cannot be withdrawn after sending out), the transaction is successful 

after this transaction has been recorded on the chain. 

 

 

 

e. Confirm the transaction on hardware wallet. Users need to confirm the transaction 

manually because the hardware wallet could not know whether the Coldlar app has 

already sent out the transaction. Click on óYesô button, and the hardware wallet will 
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deduct the sending amount, and save the transaction record; otherwise, the 

hardware wallet will undo the transaction, and the balance remains unchanged. 

Noice! If the Coldlar app broadcasts the transaction but the hardware wallet does not 

confirm, then the next transaction will fall in the failure. In this situation, you need to 

refresh the balance before hardware wallet continues to use. 

 

3. Additional Functions  

3.1 Hide/Display Cryptocurrencies  

On the óMy Assetsô page, click the eye button on the top right of the screen, then you 

will be lead to T̂oken Management  ̃page, tic one that you want to hide, then the 

chosen token will not be displayed on the 'My Assets' page.  
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3.2 Activate Cryptocurrencies  

Some cryptocurrencies (such as Ripple and NEX) should be activated before 

sending and receiving them. Enter the óToken Managementô page, and you will find 

correspondent cryptocurrency, click on óActivateô button, type in the correct payment 

password to activate those cryptocurrencies. 

 

 

3.3 Add/Delete ERC20- Token 

The Coldlar hardware wallet supports all Tokens who meets the ERC20 standards, 

but users need to add them first before using. Enter the óToken Managementô page, 

click on ó+ô icon to enter the óAdd Tokenô page, add the token based on the tips. 

On óToken Managementô page, click the trash bin icon to delete the specific token 

and clear the balance, transaction records, and other related information.   
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3.4 Payment Request 

Choose the cryptocurrency, on 'Receive' page. Users choose to fill in the amounts 

followed by creating payment request QR code automatically. The QR code includes 

address, notes, and amounts information, these information will be filled in 

automatically by scanning the QR code. 

 

 

3.5 Swit ch Recipient Address  

For those Ethereum and NEX those account-based tokens, the Coldlar hardware 

only provides one receiving address. For Bitcoin and Litecoin those UTXO-based 

tokens, the Coldlar hardware wallet could create several different receiving 

addresses. 

Choose the cryptocurrency, turn to 'Receive' page, click on the button on the top right 

of the screen, then click 'My Assets' to enter the page, switch to the 'General 

Address', click on '+' button on the top right to add an address. Click one specific 

address to switch to use, which is displaying on the 'Receive' page. 

Notice! each address has its unique number, the numbers remain the same after 

restoring wallets, and there is no connection between each address, the digital 

assets have been assigned to each address separately. 
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3.6 Check Private Keys  

 

Choose the cryptocurrency, turn to 'Receive' page, click the button on the top right of 

the screen, click 'My Address' to enter the page. Long press the 'general address' 

button, then a password box will pop up, the private keys are visible after typing in 

the payment password. 

Notice! Never show your private keys to others. 

 

 

3.7 Check Balance 

Choose the cryptocurrency, turn to óBalance' page, click óDetailsô to enter the page, 

for Bitcoin those UTXO-based tokens, users can view UTXO amounts and each 

UTXO amount. For Ethereum those account-based tokens, users can check Gas 

Price, Gas Limit, and Nonce which are three essential parameters for sending 

transactions. 
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3.8 Send transaction to multiple addresses Simultaneously  

For Bitcoin those UTXO-based tokens, users can send cryptocurrencies to the 

multiple addresses at the same time, so there is no need to create multiple 

transactions, which saves transaction fees.  

Choose the cryptocurrency, turn to 'Send' page, click on 'Add Recipient', then you 

can add a new address (The hardware wallet can set up to 20 addresses at the 

same time). 

 

3.9 Address Book 

To use the commonly-used addresses effectively, users can add the address to the 

address book and write down the notes. 

Click on the following order: 'Contacts' -> 'Address Book', click on '+' button to add 

new address. 
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3.10 Public Address Book  

 

To type in commonly-used partners' public keys easily when creating the multi-

signature address, users are allowed to add partners' public keys to the public keys 

book and write notes accordingly. 

Click on the following order: 'Contacts' -> 'Public Keys Book', click on '+' button to 

add new partner public keys. 

 

 

3.11 Records on Sending 

The Coldlar hardware wallet will deduct the transaction amount once the transaction 

has been confirmed by the Coldlar app successfully. On 'Records on sending' page, 

users can check all transaction records which are sorted by sending time in reverse 

order. The records detail the transaction sending time, recipient address, transaction 

amount and fees information. On 'Balance' page, you can check the sending records 

of the currently-used token by clicking the button on the top right of the screen.  
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3.12 Back up Seed Password 

If you did not back up the seed password carefully, or the backup has been broken, 

please back up immediately. 

Click on the following order: 'Function' -> 'Seed Password Back Up', to enter 'Back 

Up' page you need to type in payment password to unlock the wallet. Please read 

related tips on the page carefully. 

Notice! Never show your seed password to others. 
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3.13 Export Address  

 

The Coldlar app provides some functions that are in the hardware wallet. Adding the 

addresses that are saved on hardware wallet to the app, which can check the 

address balance, monitor the token sending and receiving situation. This function 

can export all addresses located on the hardware wallet into the Coldlar app. 

Click on the following order: 'Function' -> 'Export Address', choose the token you 

want to proceed, click on 'Export' button to display the QR code, then import 

addresses by using the Coldlar app. 

 

 

3.14 Account Recovery  

When the hardware wallet lost, broken or you purchase a new Coldlar wallet, your 

account can be recovered by using seed password and payment password together.  

Click on the following order: 'Function' -> 'Account Recovery', please back up your 

currently-used account before restoring other accounts. You can choose type in by 

hand or scan the QR code to restore. 

Notice! Please back up your currently-used account before restoring other accounts. 
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3.15 Unlock Wallets Safely  

To unlock and log in the wallets conveniently, we recommend to set up gesture 

password and fingerprint password. 

Click on the following order: 'Setting' -> 'Security Settings', the switch enables 

fingerprint password and gesture password, and add your fingerprint on 'System 

Setting'. Please read the related tips on the page carefully. 

 

 


